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SECURITY AND PRIVACY ESSENTIALS FOR HEALTHCARE 

PROVIDING END TO END HIT SERVICES FOR THE AMBULATORY MARKET: 

Robert Dupuis – Practice Lead Infrastructure and Security 

Janie Tremlett –Sr. VP of Strategic and Clinical Services 
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Objectives 

 Learn about: 

– Security and Privacy requirements in the healthcare industry 

– An assessment approach to ensure your protected information is compliant and 

secure 
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Challenges 

 Growing threats 

 

 Complex regulations 

 

 Limited resources 

 

 Increased complexity 

 

 Ongoing integration 
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As visibility into the security and privacy posture of an 
organization decreases, the cost of discovery and 

maintenance increases.   
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Growing Threats 

 $282 Per Record Lost 

 99 Breaches report to OCR since February – affecting 3.5M consumers 

 90% Electronic format 

 69% by insiders 

 

Hackers Malicious 
Insiders 

Theft 3rd Party Fault Untrained User 
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Multiple Regulatory Concerns 

HIPAA 

MU 

State 
Privacy 
Laws 
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HIPAA and HITECH 

 HITECH – Health IT for Economic & Clinical Health Act 

– Extends HIPAA making service providers and vendors with access 

to PHI accountable for compliance 

– Requires immediate notification of all of the affected clientele in 

the case of a breach 

– Stricter and higher fines for non-compliance or an occurring 

breach 

 

OCR Building HIPAA Audit Plan With Outside Help 
Dom Nicastro, for HealthLeaders Media, May 24, 2010 
 

HIPAA's privacy and security enforcer has hired an outside firm to help build its HITECH-required HIPAA auditing plan, the government agency tells 
HealthLeaders Media. 
   
The Office for Civil Rights (OCR), which carries out for the Department of Health & Human Services (HHS) enforcement of the HIPAA privacy and security rules, 
says it does not have a timetable for when the audit plan begins.  
 
However, in an e-mail to HealthLeaders Media Thursday, May 20, OCR says it is "presently engaged in a contract to survey and recommend strategies for 
implementing the HITECH audit requirement." 
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Meaningful Use Security Requirements 

 Healthcare organizations must complete a security risk  

assessment; implement security updates as necessary;  

correct security deficiencies 

 Certified EHRs must protect electronic health information by 

implementing controls and encryption, such as: 

– Assign a unique username for each user 

– Encrypt health information for health information exchange,  backups, 

removable media, etc.  

– Maintain and review event & audit logging 

– Ensure health information has not been altered using a hashing algorithm 

– Record disclosures made for treatment  

– Ensure identity management is in place  
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Even with meeting the requirements for a “certified EHR,” organizations must still comply with HIPAA and other healthcare security legislations. 



73 Princeton Street     North Chelmsford, MA 01863     978.251.1882     www.concordant.com CONFIDENTIAL and PROPRIETARY  | ©2010 Concordant, Inc.  

State Privacy Laws 

 Ensure your organization understands the implications associated 

with state privacy and security regulations 

– Technical Controls 

– Written Information Security Plan 

– Breach Notification 

 State Breach Legislation 

– 2010 – Bills introduced in at least 18 states 

– 2009 – Bills introduced in at least 21 states 
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Increasing Complexity and Integration 

9 
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What to do? 

 Risk Assessment  

– Identify gaps against best practices and 

quantify associated risks 

– Map to compliance requirements 

– Develop roadmap to address gaps 

 Implement “right-sized” program to mitigate 

risks 

– Implement administrative, technical, and 

physical controls 

– Educate organization 

 Re-evaluate 

– Periodically review, re-do, and re-educate 
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Risk Assessments – Two Approaches 

Discover 

 Define processes and controls 

Assess 

 Compare controls against best 

practice and define risks 

Recommend 

 Develop appropriate actions to 

mitigate risks 

Review 

 Review with organizational 

leader and align action plans 
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Organizational 

 Hospitals 

 Large practices 

 Health Centers 

Practices 

 PHOs 

 Small practices 

Review Discover 

Assess Recommend 

Financial 
Responsibilities 

Operational 
Drivers 

Regulatory 
Drivers 

Business 
Objectives 

Staffing 
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Risk Assessment “Best of Breed” Framework 

 Tailored best practices framework  

 Quantified risk 

 Remediation recommendations 

12 
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Organizational Risk Assessments 
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Review Discover 

Assess Recommend 

Financial 
Responsibilities 

Operational 
Drivers 

Regulatory 
Drivers 

Business 
Objectives 

Staffing 

Discovery 
 Gather existing documentation (Policies, Procedures, Diagrams, & other 

Business & Infrastructure documentation) 

 Identify key stakeholders; determine organization goals and objectives 

 Utilize online surveys and Interviews to identify existing controls, processes 
and technologies used 

Assessment 
 Review documentation, completed surveys  and interview notes to identify 

gaps 

 Compare organization security posture to best practices to quantify risk 

Recommend 
 Document findings and provide recommendations for the organization’s 

security posture 

Review 
 Review findings and recommendations with business & technical leaders to 

ensure recommendations are suitable for the organization and align with 
business objectives 
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Organizational Compliance Mapping 
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Map quantified risk 

posture for each 

pertinent regulation to 

provide a compliance 

“snapshot” 

• HIPAA 

 

• HITECH 

 

• Meaningful Use 

 

• MA 201 CMR 17:00 
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Organizational Action Plan 

15 
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Practice Level Risk Assessments 
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Review Discover 

Assess Recommend 

Financial 
Responsibilities 

Operational 
Drivers 

Regulatory 
Drivers 

Business 
Objectives 

Staffing 

Risk Assessment - Accomplished through four inter-related activities: 

Discovery 
 Onsite interview session with Office Manager & IT Support to identify existing 

controls, processes, technologies 

 Approximately one (1) hour 

 Physical security review (computer room, hardware & media) 

 Gather existing documentation - Policies, Procedures, Diagrams, & other 
Business / Infrastructure documentation 

 Follow-up 30 minute phone interview (if required)  

Assessment 
 Review documentation and interview notes to identify gaps 

 Compare organization security posture to best practices and quantify risk 

Recommend 
 Document findings and make recommendations for the each practice’s security 

posture 

Review 
 Conference call will be scheduled to review findings and recommendations with each 

practice and results will also be shared with project sponsor 
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Practice Summary and Compliance Mapping 
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Map quantified risk 

posture for each 

pertinent regulation to 

provide a compliance 

“snapshot” 

• HIPAA, HITECH 

 

• Meaningful Use  
Security Metrics 

 

• MA 201 CMR 17:00 
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Practice Findings and Recommendations 
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Summary of Practice Risks 
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Enables PHO 

management to: 

• Easily identify risk themes 

across all practices 

• Group remediation actions 

• Aid remediation prioritization 

• Properly allocate resources 

to the riskiest Practice areas 
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What next? 

 

 Perform a risk assessment 

 Develop written information 

security program and policies 

 Implement controls 

 Awareness training 

 Periodically re-assess and 

make adjustments 

20 
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Questions 
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Thank you. 

Contact: 

Robert Dupuis 

rdupuis@concordant.com 

(617) 834-4003 

mailto:efalk@concordant.com

