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= Learn about:

— Security and Privacy requirements in the healthcare industry

— An assessment approach to ensure your protected information is compliant and
secure

“Somehow your medical records got
faxed to a complete stranger. He has
no idea what’s wrong with you either.”
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= Growing threats

= Complex regulations

= |Limited resources

= Increased complexity

= Ongoing integration

Visibility & Control

Cost of Ownership

As visibility into the security and privacy posture of an
organization decreases, the cost of discovery and
maintenance increases.
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State
Privacy
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= HI|TECH - Health IT for Economic & Clinical Health Act

— Extends HIPAA making service providers and vendors with access
to PHI accountable for compliance

— Requires immediate notification of all of the affected clientele in
the case of a breach

— Stricter and higher fines for non-compliance or an occurring
breach

Dom Nicastro, for HealthLeaders Media May 24, 2010

HIPAA's privacy and security enforcer has hired an outside firm to help build its HITECH-required HIPAA auditing plan, the government agency tells
HealthLeaders Media.

The Office for Civil Rights (OCR), which carries out for the Department of Health & Human Services (HHS) enforcement of the HIPAA privacy and security rules,
says it does not have a timetable for when the audit plan begins.

However, in an e-mail to HealthLeaders Media Thursday, May 20, OCR says it is "presently engaged in a contract to survey and reommend strategies for
implementing the HITECH audit requirement.”
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= Healthcare organizations must complete a security risk
assessment; implement security updates as necessary;,
correct security deficiencies

= Certified EHRs must protect electronic health information by
Implementing controls and encryption, such as:

Assign a unique username for each user

Encrypt health information for health information exchange, backups,
removable media, etc.

Maintain and review event & audit logging
Ensure health information has not been altered using a hashing algorithm
Record disclosures made for treatment

Ensure identity management is in place
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= Ensure your organization understands the implications associated
with state privacy and security regulations

— Technical Controls
— Written Information Security Plan
— Breach Notification

= State Breach Legislation

— 2010 - Bills introduced in at least 18 states
— 2009 - Bills introduced in at least 21 states
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nd Integration

Hacker Attacks

Reputation Damage '@ Breaches

» GOVERNANCE / SECURITY POLICY

- Input / Collection
]
1

Input/ Collection

g

Practices Labs
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SQL Injection

Stolen Data

) RISK ASSESSMENT

Health Plans Imaging Centers
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Laptop Theft Cross-site Scripting
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= Risk Assessment
— ldentify gaps against best practices and
guantify associated risks
— Map to compliance requirements

— Develop roadmap to address gaps

= |Implement “right-sized” program to mitigate
risks

— Implement administrative, technical, and
physical controls

— Educate organization

= Re-evaluate Oh what to to, what to dooo?

— Periodically review, re-do, and re-educate
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Organizational

Hospitals
Large practices

Health Centers

Practices

PHOs

Small practices

Discover
= Define processes and controls
Assess

= Compare controls against best
practice and define risks

Recommend

Busi ational
= Develop appropriate actions to ©biet ivers

mitigate risks

Review

. . L Drivers
= Review with organizational

leader and align action plans
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= Tailored best practices framework

=  Quantified risk

= Remediation recommendations

8.5.3 Setfirst-time passwords to a unigue
value for each user and change immediately
after the first use.

8.5.4 Immediately revoke access for any
terminated users.

8.5.6 Remove/disable inactive user accounts
atleast every 90 days.

8.5.6 Enable accounts used by vendors for
remote maintenance only during the time
period needed.

8.5.7 Communicate password procedures
and policies to all users who have access to
cardholder data

[3.5.8 Do notuse group, shared, or generic
accounts and passwords.
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Discovery

= Gather existing documentation (Policies, Procedures, Diagrams, & other
Business & Infrastructure documentation)

= |dentify key stakeholders; determine organization goals and objectives

= Utilize online surveys and Interviews to identify existing controls, processes
and technologies used

Assessment

= Review documentation, completed surveys and interview notes to identify
gaps

= Compare organization security posture to best practices to quantify risk

Busi ational
ReC ommen d Object ivers
= Document findings and provide recommendations for the organization’s
security posture

Review

= Review findings and recommendations with business & technical leaders to
ensure recommendations are suitable for the organization and align with
business objectives

Drivers
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Map quantified risk
posture for each
pertinent regulation to
provide a compliance
“snapshot”

. HIPAA
+ HITECH

* Meaningful Use

* MA 201 CMR 17:00

17.03 Duty 1o Protect and
Standards for Protecting Personal

17.04 Computer System Security

Requirements

{ 03| T ST0%| IS I 100°00%

164.308 — Administrative

164.310 - Physical

164.312 - Technical

0: ye

Install and maintain a firewall
configuration to protect
data

Do not use vendor-supplied

Protect stored cardholder data

Encrypt transmission of
cardholder data across open,
public netwarks

Use and regularly update anti-
virus software or programs

FAILED

Develop and maintain secure
systems and applications

Restrict access to cardholder
data by business need-to-know

FAILED

Assign a unique 1D to each
person with computer access

Restrict physical access to
cardholder data

FAILED

Track and monitor all access to
network resources and
cardholder data

FAILED

Regularly test security systems
and processes

22°304¢ | 100°004°

Maintain a policy ihal addresses
information security for
employees and contractors
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inconsistencies:

1.

5.2 Strategic (@1 2011 - Q1 2012)

+ Strategic recommendations and initiatives will require more effort and planning than tactical ones.
These recommendations should be managed as IT projects are. They should involve an appropriatq
level of project management and too many should not be attempted at one time. Typically
organizations set a “magic number” for IT and Security projects to ensure success (typically 3.) If tg
many projects are attempted at one they become tactical and usually have many failures and

Document Management: Legal requirements force organizations to retain copies
of sensitive information for varying timeframes based on the nature of the
information. This documentation can guickly become overwhelming and ultimately
lead to loss. Customer has a large stockpile of hardcopy documentation residing
throughout the institution.  Access to this information is not currently tracked or
monitored. Storage space is shared between business units and keys to these
areas are not tracked. This information needs to be accounted for to ensure it is
protected and monitored. This process will involve several initiatives:

a. Inventory: The first step is to find out exactly what information is being
stored. The information should be inventoried to discover who it belongs tof
where it belongs, how old it is, and is it needed by customer. This process
should include appointing data custodians and owners from each business
unit which will be the responsible parties for maintaining and tracking it.

b. Data Classification: Once all the information has been inventoried it needy
to be classified. The classification of information will decide what controls
need to be in place to protect it as well as who needs accessto it. Data is
typically classified into several categories: Secret, Confidential, Restricted,
and Unclassified. Secret would consist of sensitive information such as
Credit Card number, SSN, or Intellectual Property. This label would have
the highest level of protection and access to it would be strictly controlled
and monitored. The data custodian and owners would maintain an access

5.1 Tactical (6-8 Weeks)

+ Tactical recommendations are purposed to fill critical risk areas and ensure that holes are filled for
the short term. There are several areas that need to be addressed concerning critical areas of risk:

1. RFC 1918 compliant addressing: While under the current architecture this is not
an in-scope PCI requirement this is still a matter of institution security. RFC 1918
addressing or ‘NAT" or “Network Address Translation” provides translation of
internal IP addresses to the external world. When MNAT is not used external,
publicly routable addresses are utilized on the internal network. This provides the
opportunity for external threats to access the internal network.

2. Information Security Program Charter: The information security program should
be formally chartered at the institution to ensure the goals and objectives are
aligned with the mission. Also having an official charter that is endorsed by the
governing body of the instution| ensures that they are informed, fostering
cooperation and “buy-in." This charter should lay out the roles and responsibilities
of designated people within the program as well as the goals and objectives for
designing, implementing, monitoring, and maintaining an information security
program. This should also define the process for approaching an issue or project.
Allinitiatives should be approached the same way ensuring consistency and
repeatable results.

3. Security awareness training: As the last piece of this engagement we will be
completing some level of information security awareness training for customer staff.
However this program needs to be formalized and repeated to ensure that new
employees receive the same information and all employees receive some level of
refresh annually. Having a robust and fun information security training and outreach
program can ensure that users are interested and the customer is successful in the
security initiatives.

list of who needed / had access to their data and grant rights accordingly
based on business need-to-know.

c. DataRetention: The institution Archivist has already started this initiative
and is work with the business line to adopt retention standards from the
state. However these efforts need to be aligned. Ifinformation is not
inventoried you won't be able to identify what is ready for destruction and if
destruction guidelines are not established the information could be
discarded inappropriately leading to a breach.

d. Data Destruction: At the end of the lifecycle once the retention period has
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Risk Assessment - Accomplished through four inter-related activities:

Discovery

= Onsite interview session with Office Manager & IT Support to identify existing
controls, processes, technologies

= Approximately one (1) hour
= Physical security review (computer room, hardware & media)

= Gather existing documentation - Policies, Procedures, Diagrams, & other
Business / Infrastructure documentation

= Follow-up 30 minute phone interview (if required)

Assessment

» Review documentation and interview notes to identify gaps BUSi ational
= Compare organization security posture to best practices and quantify risk  Object ivers
Recommend

= Document findings and make recommendations for the each practice’s security
posture

Review Drivers

= Conference call will be scheduled to review findings and recommendations with each
practice and results will also be shared with project sponsor
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Map quantified risk
posture for each
pertinent regulation to
provide a compliance
“snapshot”

* HIPAA, HITECH

* Meaningful Use
Security Metrics

* MA 201 CMR 17:00

PASSED

Operational Procedures

PASSED

Monitoring Services

PASSED

Data Protection/Handling

PASSED

Access Control

PASSED

Business Continuity Planning

FAILED

Regulatory Compliance

Physical Security

Service Provider Management

164.308 — Administrative

164.310 - Physical

164.312 - Technical

0a° Fe | 9380 | 22°304° | 10070000
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endations

CONTROL OBJECTIVE

FINDING

RECOMMENDATION

3.2 Keep sensitive data storage to a
minimum. Develop a data retention
and disposal policy. Limit storage
amount and retention time to that
which is required for business,
legal, and/or regulatory purposes,
as documented in the data retention
policy.

Finding 17.

Shredding is outsourced to Shred
It. Shredding is performed onsite
and a Certificate of Destruction is
given to RP.

Paper records are stored onsite in

basement. Dooris unlocked and
accessed by other organizations in
the building. Sign out sheets are
kept. Inventory is maintained but
not formalized. Extended storage
of sensitive data that exceeds
business need creates an
unnecessary risk. Remember, if
you don't need it, don't store it!

Recommendation 17.

Data retention and disposal
policies must be defined. This
policy must include: Legal,
regulatory, and business
requirements for data retention,
including specific requirements for
retention of sensitive data.
Provisions should be made for
disposal of data when no longer
needed forlegal, regulatory, or
business reasons, including
disposal of sensitive data.

3.3 Ensure that sensitive paper
records are stored in a secure area.
Ensure that appropriate access
controls are in place. Ensure that
logs are maintained of who has
accessed the records. Maintain an
ongoing inventory of all records.

Finding 18.

Paper records are stored onsite in
basement. Dooris unlocked and
accessed by other organizations in
the building. Sign out sheets are
kept. Inventory is maintained but
not formalized. Extended storage
of sensitive data that exceeds
business need creates an
unnecessary risk. Remember, if
you don't need it, don't store it!

Recommendation 18.

Ensure that logs are maintained of
who has accessed the records.
Maintain an ongoing inventory of
all records. See
recommendations 55 and 56 for
more details.
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Enables PHO
management to:

+  Easily identify risk themes
across all practices

«  Group remediation actions
*  Aid remediation prioritization

*  Properly allocate resources
to the riskiest Practice areas

Total Number of Risks Across Practices
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Summary: This chart depictsthe total number of failed control objectives observed at each healthcare practice. Note: A totai of sixty-
six (66) controls were reviewed dudng this effort.
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Perform arisk assessment | |
L | What’s the
Develop written information

security program and policies next step?
Implement controls s
Awareness training

Periodically re-assess and
make adjustments
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Questions
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Thank you.

Contact:

Robert Dupuis

rdupuis@concordant.com
(617) 834-4003

Concordant
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